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Chapter 1 Product Overview

The facial palm vein machine is an access control device based on the LINUX operating system,
mainly suitable for application such as office gates, high-end office building lobby channel
management systems, various club member management systems, on-site labor real name system,
smart community pedestrian channel system, and scenic area ticket system.

1.1 Product Introduction

® Support network management and standalone running.

® Multiple door opening methods such as Mifare card reading, facial recognition, QR code, palm
vein, etc.

® Adopting a multi-core ARM processor, integrating massive memory.

® Wide dynamic strong light suppression technology, suitable for outdoor use.

® 2 million high-definition pixel binocular camera with high speed recognition and high accuracy,
supporting liveness detection.

® The capacity can reach 20,000 users, 20,000 faces, 10,000 palm veins, 20,000 QR codes, 20,000

cards, 20,000 passwords, 50,000 photo logs, and 1 million attendance logs.
® TCP/IP and WIFI networking
® 1 set of door opening relays, 1 set of door magnets, and 1 set of alarm outputs

® LAN, cloud system, and mobile App management




® Multiple national languages and OEM/ODM, including Simplified Chinese, Traditional Chinese,

English, Portuguese, Spanish, Russian, French, Japanese, Korean, Thai, and Arabic.

Following are the product models:
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1.2 Technical Parameters

MODEL A
Name Type B Type C Type
Metal+ABS
Material Housing,tempered glass Metal+ABS Housing,tempered glass panel
panel
Weight 0.6KG
Size 205x88x25mm 186x81x24mm 236x131x29mm
Display 5.5-inch 4.5-inch 7-inch
Camera Wide dynamic binocular 2 million high-definition pixel camera
Working Voltage DC12V(9-14V)
Working Current 2000mA
Workin . . .
] . Temperature:-10 to 65°C; Humidity: 10-90%,non condensing
Environment




WIFI

Can be customized

usB

Support

Storage Capacity

512M DDR3 memory, 8GB EMMC storage

Operating System

LINUX System

Management Mode

Touch screen, CS system, BS cloud system(Mobile App Management)

Comparison Mode

1: N/1: 1

Elevator Expansion

Support elevator/cabinet lock control board expansion port

Firmware Upgrade

Support OTA upgrade or USB firmware upgrade

Face Recognition, Fingerprint Recognition, Palm Recognition, QR code

Algorithm Support
. o Recognition
Recognition Speed <0.3S
Communication TCP/IP + WIFI

Access Control
Interface Protocol

Wiegand26/34/66

Other Interface

Exit Buttonx1, Door Sensorx1, Fire Alarmx1, Alarm Outputx1, Wiegand
Outputx1, Wiegand Inputx1, Lock Controlx1, USBx1, RS485x1

Registration Way

Face Recognition, Palm Vein, Password, Mifare Card




Chapter 2 Appearance

2.1 Appearance Diagram
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USB Port

Reset Button

Speaker

Appearance diagram of model A
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Appearance diagram of model B
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Appearance diagram of model C




Chapter 3 Installation

3.1 Installed on Wall
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Installation Diagram

Step 1: Remove the screw nuts at the bottom of the device and remove the metal fixing plate.

Step 2: Drill holes on the wall based on the hole position of the fixed plate, and fix the fixed plate to
the wall using expansion bolts (it is recommended to install at the same height as the screen and
face for easy identification). After the installation of the fixed plate, ensure that the hanging plate is
stable, firm, and free from looseness.

Step 3: Connect the wires according to the wiring instructions.

Step 4: Hook the facial palm vein machine onto the mounting plate from top to bottom, and use an
Allen wrench to tighten the fixing screws at the bottom to complete the installation.

® Please refer to Appendix 1 for installation precautions




3.2 Installed on Desk (Only suitable for C type)

Installation Diagram

Step 1: Remove the screw nuts at the bottom of the device and remove the metal hanging plate.
Step 2: Push up with your hand (at the arrow in the figure) and then pull out the bracket outward.

Step 3: Insert the DC power cable into the device (at the arrow in the figure).
Step 4: After the installation of the connecting cable, place the device on a stable surface.

® |nstallation precautions are detailed in Appendix 1




Chapter 4 Wiring Instructions

4.1 Wiring Diagram

Before wiring, it should be ensured that the power supply of the equipment has been
disconnected. Connecting the wrong wire while powered on will cause serious damage to the
equipment. Please connect the device according to the wiring diagram below, as shown in the

following figure.

Wiring diagram for model A

ExitButton

_— Cathode Lock

— % Card Reader -
ﬁé'f Power Supply Box

Electromagnetic Lock [OPEN (Brown,
NO (Orange) —
COM (Purple) j WG-INO (Green) Fire Alarm Input
L NC (Yellow) ] WG-INT (White)
I GND (Black) ] GND (Black)
- o [ Door Sensor
+12V (Red) j FIRE (Orange) 00! Se S
] DOOR (Brown)
Ghp|  f+12v j GND (Black)
j ALARM + (Red) .
Li— Alarm Output

Power Supply Box

% GND (Black)
j RS485B (Blue)
TCR/IP ] RS485A (Grey)
e E% ij WG 1 (White)
Switcher ]
] WG 0 (Green)
Computer j +12V (Red) Access Control Board

Wiring diagram for model B
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TCP/IP

Exit Button
Switcher
Computer
—““‘"ﬁ#’g Cathode Lock
=
b=
ElectromagneticLock OPEN (Brown
NO (Orange)
COM (Purple) |— Fire Alarm Input H]
BELL+ (Purple)
L NC (Yellow) :| = Door Sensor
BELL - (Purple)
[ GND (Black) j—
- - i — [ GND (Black)
2120 (e jl FIRE (Orange)
DOOR (Brown)
GND +12v :|
:| WG 1 (White) =
:| WG 0 (Green) °
:| ALARM + (Red) o Access Control Board
= | | :
Power Supply Box .
Alarm Qutput
Wiring diagram for model C
e |
i L]
Exit Button
CathodeLock

Card Reader

g
Electromagnetic Lock OPEN (Brown
NO (Orange)

Power Supply Box

COM (Purple) o
WG-INO (Green) Fire Alarm Input
NC (Yellow)
WG-INT (White) !
GND {Black]
ND (Black) 121
[ +12V (Red) FIRE (Orange) Door Sensor
DOOR {Brown)
ool |12y
GND (Black)
ALARM + (Red)
Alarm Output
Power Supply Box
j GND (Black)
/ B RS4858 (Blue)
| i RS485A (Grey)
_ WG 1 (White)
TCP/IP == L
N ST :| WG 0 (Green)
Switcher :l 12V (Red) Access Control Board
Computer —

® Wiring Requirements:

1)AC220V AC Power Cable: Using 3X1.0MM (or above) wire to prevent leakage, and it is
recommended to connect the ground wire of the power cable

2)Electric Lock Cable: Using 2X1.0MM (or above) wire, the maximum length of the cable should
not exceed 20 meters.

3)TCP/IP Communication Cable: Please use standard network cables, and the maximum length of
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the cable should not exceed 100 meters

4)Door Sensor or Exit Button Cable: Using 2X0.5MM (or above) wire, the maximum length of the
cable should not exceed 100 meters.

5)Wiegand Signal Cable: Using 4X0.5MM (or above) wire, the maximum length of the line should
not exceed 80 meters.

4.2 Wiring Connection

@Connect the electric lock

Wiring of powered off unlocks (such as electric bolt locks or electromagnetic locks): The
positive pole of the electric lock is connected to the NC of the facial terminal, the negative pole of
the electric lock is connected to the GND of the power supply, and the COM of the facial terminal is

connected to the +12V output of the power supply.

+12V | GND NC COM NO OPEN

Electromagnetic Lock
Wiring of powered on unnlocks (such as electric control locks or electric strike locks): The
positive pole of the electric lock is connected to the NO of the facial terminal, the negative pole of
the electric lock is connected to the GND of the power supply, and the COM of the facial terminal is

connected to the+12V output of the power supply.

+12V | GND NC COM NO OPEN

Cathode Lock

@Connect the exit button

Connect the two wires of the exit button to the OPEN (brown wire) and GND (black wire)
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corresponding to the facial terminal. The cable length of the exit button should not exceed 100

meters.

+12V | GND NC COM NO OPEN

[ o— |
o~

-

Exit Button

®Connect the Door Sensor
The two wires of the door sensor are connected to the corresponding DOOR (brown wire) and
GND (black wire) of the facial terminal. The cable length of the door sensor should not exceed 100

meters.

WGO-IN[WG1-IN] GND FIRE | DOOR | GND | ALARM+

(W[

Door Sensor

@Connect the Siren
The two wires of the alarm are connected to the corresponding ALARM (red wire) and GND

(black wire) of the facial terminal. The cable length of the siren should not exceed 50 meters.

WGO-IN|[WG1T-IN| GND FIRE | DOOR | GND | ALARM+

Alarm Output
@Connect the Fire Alarm Input

The fire input signal is connected to the FIRE (orange line) and GND (black line) corresponding

to the facial terminal.
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WGO-IN|JWG1-IN| GND FIRE | DOOR | GND | ALARM+

Fire Alarm Input

®Connect the access control panel
The facial terminal+12V (red line) is connected to the access control board+12V, the facial
terminal WGO OUT (green line) is connected to the access control board WGO, the facial terminal
WG1 OUT (white line) is connected to the access control board WG1, and the facial terminal GND
(black line) is connected to the access control board GND. The facial terminal can be used as a
Wiegand reader.
® Note: Regardless of whether the facial terminal is powered from the access control board or not,
it is necessary to ensure that the facial terminal and access control board are connected to

GND together to ensure stable Wiegand signal transmission.

+12V | WG0-OUT | WG1-OUT | RS485A | RS485B| GND | BELL | BELL

Access Control Board

(@Device Networking
The facial terminal can be directly connected to computers or connected through a switcher, the

communication distance should be less than 100M.

0000

ia TCP/IP TCP/IP E;] u
n

Switch Network Port |~[0—| |«

Computer .
H Face Terminal

Devices and computers are networked through TCP/IP

—
CQo0C

Qo000

TCP/IP (7 ‘ ﬁ
- Network Port _kg ,.(:-D'a) )

Computer

Face Terminal
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Device and computer are directly connected through TCP/IP

®Power Supply Connection
If using DC12V 2A or above power supply, please use RVV2 * 0.75mm or above wire

connection.

+12V ] GND | NC | COM | NO |OPEN

HEAE

Note: The facial terminal adopts a highly sensitive touch sensing element, and the power
requirement is that the output noise of the power supply is less than 100mVpp, otherwise there

may be problems such as touch screen interference, insensitive touch, and screen bouncing.

Chapter 5 User Operating Instructions

5.1 Main Menu

Click on the "Firmware Version Area" in the bottom left corner (as indicated by the arrow on
the main interface in the following figure) to switch to the "Administrator Verification" interface.
Verify according to the administrator's registration way (face/palm vein/fingerprint/Mifare
card/password) to enter the facial terminal management menu. (Password registration way, you
need to click on the middle of keyboard icon, switch to the "Administrator Verification" interface,
enter the administrator ID and password, and finally click "Yes") to enter the facial terminal

management menu. (If no password or administrator is set, the system will not require to input it)
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Ver: 7.24 Net Disconnect

Main interface Menu Interface

5.2 User Management

Click on "User Management" under the menu to enter the menu status. Under this menu, you
can perform operations such as "Register User", "User Browse", "Department Settings", "Backup
User Information", and "Restore User Information".

Enroll
User List
Dept.

@ Up. Data

Down.Data

User Management Interface
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5.2.1 Registered Users

Click on "Register User" to start registering a new user, enter the number and name, and then

click on the "Register User" button to select the registration type: Register Face, Register Palm Vein,

Register Fingerprint, Register Card, and Register Password.

Enroll

Enroll

Register User Interface

Enroll

Palm Vein

)

Fingerprint

?

Reg. Card
7\
[ 4]

Reg. Pwd

e

Select the "Register Face" button and follow the facial machine prompts to look at the camera

to register a face, as shown in the following figure:

17



Reg. Face

The detection is successlul. It is registra
Place your face within the circle! .
’ Please wait

Register Face Interface

When registering a face, it is necessary to pay attention to the screen. To ensure the quality
and accuracy of facial parameter input, maintain a natural expression during the input process. Do
not wear hats, glasses, or other accessories that affect facial feature collection. Do not let bangs
block facial features or wear heavy makeup.

After register the face and successfully registering, you can continue to choose other
registration methods for the device.

Select to register the palm vein, turn your palm towards the camera, move it to the palm vein
extraction box on the screen, wait for the palm vein input to be completed, and the device will
prompt registration successfully. Click "Yes" to continue registering the palm vein of the other hand,
or click "No" to complete the palm vein input. As shown in the following figure:
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Palm Vein Palm Vein

Palm Vein

Success! Do you want to
continue?

OK Deny

100%

4/12 0/4 Palms quantity Success!

Register Palm Vein Interface
Select and click the fingerprint registration button to enter the fingerprint registration
interface, enter the fingerprint according to the prompt, press the same finger repeatedly until the
progress bar displays 100%, then, the fingerprint registration is successful, the interface is shown in

the following figure:
Fingerprint Fingerprint

2hbbdbbddd Shbbbbbbbd

~,

/\ Fingerprint
f \ \ Success! Do you want to
/ﬂ))/ cantinue?

Deny

0%

Put your finger! Success!

Registration Fingerprint Interface

Select the registration card, and the device will prompt you to read the card. At this time,
please swipe the card in the card swiping area of the device.
The facial recognition terminal will recognize the card number, as shown in the following figure.

Click "Yes" to complete the registration of the card.

19



Reg. Card Reg. Card

Reg.Card

Card 13697800

OK Cancel

Register Card Interface

Select the registration password, pop up the password input box and numeric keypad, enter
the password (password length within 1-8 digits), click "OK", enter it again, confirm the password,

click "Yes" to complete password registration, as shown in the following figure:

User Password

Confirm

Register Password Interface

5.2.2 User Browsing

Click "User Browse" to check the registered users, which are arranged by default according to

20



their number size. You can also click on registered users to modify their detailed information. Or
can search and display it by flipping the page and clicking on "<" ">" below; and also click below to

search for the corresponding registered user by number or name.

< User List [Q Find < User List [Q Find

Photo  User Info Item Photo  User Info Item

1 1
Ming Ming

2

@ Joe Find Users
Tom

4

User Browsing Interface
Find the user who needs to be modified, click on the user to view their detailed information.
The name, card number, password, department, and permissions of personnel can be modified. For
those who have not registered their fingerprint or palm vein, they can click to re-enter the user's

fingerprint or palm vein, re record faces or directly delete users. Users can be set as administrators

through permission modification.

Card
Pwd
Dept

Admin

Fingerprint

Palm Vein

Modify User Interface
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5.2.3 Department Settings

Click on "Department Settings" to query or add department information by clicking on the

icon in the upper right corner, in order to manage personnel information by department.

¢{ Department browse Q |+

Department name Operation

Department Setting Interface

5.2.4 Backup User Information

Click “Backup User Information” to back up the registered personnel information to a USB
drive for saving.

5. 2. 5 Restore User Information

Click “Restore User Information” to restore the personnel information saved in the USB flash

drive to the facial terminal.

5.3 Attendance Rules

Click on "Attendance Rules" under the menu. Attendance settings can be set on this menu.
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< Schedule

ﬁ Log Waming

@ Late
-‘ﬂ Early Leave

@ sen

Attendance Rules Interface

Attendance record warning: Before the storage capacity is about to be full, you can set how
many remaining record capacities are left, and the device will start alarming (default is 1000
records).

Number of recognized photos: Can be set to save photos taken by the device in real-time
when legal verification is passed

You can set the allowed late time and allowed early leave time, max can be set to 120 minutes.

Click on the timed bell setting, total support 24 sets of bell times. Click on the time section in
the timed ringer group to modify the specific time for setting the ringer. Click on "disable" to set
the ringer duration (0 seconds is the default disabled state, with a maximum setting of 255

seconds), as shown in the following figure:

23



Bell

You disabled! &
You disabled! ¢
You disabled! &
You disabled! &
You disabled! ¢
You disabled! &
00:00 You disabled! ¢
00:00 You disabled! ¢
00:00 You disabled! ¢

00:00 You disabled! &

00:00 You disabled! ¢

Timed Ringer Interface

5.4 Report Management

Click on "Report Management" under the menu to enter the report management menu. The
"Company Name" display in the attendance report can be modified, and the shift schedule and

attendance table can be imported and exported through a USB flash drive.

< Report

ﬁ Company
@ ownld shift
@ upld shift
% Dwnld Report

@' Dwnid File

Report Management Interface
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5.5 System Settings

Click on "System Settings" under the menu, which includes general settings, advanced settings,

recognition settings, and alarm settings.

< System

General

@® advanced
@ Special

@ Alarm settings

System Setting Interface

5.5.1 General Settings

General

'

@ LcD bright 6 o

Language ENGLISH »

@ Menu Password g
@ Ask the guest PWD 4

@ Result Time 1sec ¢

General Setting Interface




The device's clock, sound volume, screen brightness, language, menu password, visitor root
password, and interface return time can be set.

The clock can be automatically set for networking or manually, as shown in the following
figure.

< Time Log Search

Automatic setting ®

Current time 2023/04/24 02:12:19
Timezone Asia/Shanghai & Name: _

Set Time &

Time: 2022/12/6 -- 2023/1/6

Clock Setting Interface
The sound volume and screen brightness maximum can be adjusted to 10.
Language include Simplified Chinese, Traditional Chinese, English, Portuguese, Spanish,
Russian, French, Japanese, Korean, Thai, and Arabic.
The menu password and visitor root password of the device can be set.

The maximum interface return time can be set to 60 seconds (default is 1 second).
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5.5.2 Advanced Setting

< Advanced

ﬁ Max Admin

@ Fingerprint calibration

! QR code identification

‘ﬁ Delete all log &

@ Delete all user Vod

® Default &

@ Automatic restart

" Firmware Update

Advanced Setting Interface

The total number of administrators can be set,maximum is 255 administrators

Fingerprint Calibration: Clean the fingerprint head first, then click on sensor calibration to
make fingerprint input and recognition more sensitive.

After enabling QR code recognition, you can use the QR code to open the door.

All recorded data and user data in the device can be deleted.

The device can be restored to factory settings.

The automatic restart function can be enabled to set the automatic restart time of the device.

You can upgrade the device firmware through a USB flash drive.
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5.5.3 Recognition Settings

< Special

@ real person check

“r'-'f Recognition distance

) In vivo threshold 6 &

L' Recognition threshold 60 »

(& Light Mode Al Light &

@ Infrared image ®

Recognition Setting Interface

The device's liveness threshold and recognition threshold can be modified, maximum setting is
99. The higher the threshold, the higher the recognition accuracy, but the higher the requirement
for registered photos.

The recognition distance of the device can be adjusted (near, middle, and far).

Liveness detection and infrared image display can be turned on or off.

Supplement Light Mode: The supplement light can be set to three modes: off, always on, and
automatic. When set to automatic mode, it will automatically light up when someone recognizes it,

and automatically turn off when no one recognizes it.
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5.5.4 Alarm Settings

< Alarm settings

@ Duress Alram PWD

@ Case alarm

'*5 Check Door Sensor

@ Illegal
ﬁ Fire!

'@ Door Open Timeout 10sec

’2 Disarm

Alarm Setting Interface

The tamper alarm, door sensor alarm, illegal verification alarm, and fire alarm of the device

can be turned on or off.
The password of force alarm and door opening of device timeout can be set.

Turn off Alarm: Turn off all alarm prompts.

5.6 Access Control Setting

Click on "Door Access" under the menu, as shown in the following figure:
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Door

™ IN/OUT

3 Lock Delay

> Bistable [

2 Verify Mode Standard mode ¢

@ Wiegand Byte WG 26bit (default) &

Wiegand Bit WG 26bit (default) ¢
=) Wiegand Output User ID &
] Open without verification 9

3 Verification interval

Access control setting interface

Entry and exit mode: Can select entry and exit types are either entry or exit;

The lock hold time can be set from 0 to 65535, (0 represents 0.5 seconds, 65535 represents
normally opening after verification)

Bistable state: on/off, (the function of opening the bistable state is to legally recognize once
open, then legally recognize once again to close, and switch back and forth to open this function);

Verification Mode: Can be set to standard mode, face+password, card+face, and
fingerprint+face according to user needs;

The card reading byte and WG output mode can be modified to Wiegand 26 (two bytes, three
bytes), Wiegand 34 (four bytes), and Wiegand 66 (eight bytes);

The output content of WG can be modified to number output or card number output;

Can set the door opening of non-registered verification and verification interval.

5.7 Record Viewing

Click on "Record Viewing" under the menu. Click on "Search" and enter the number and name
to search for all entry and exit records of the personnel with this number from the start time to the
end time. As shown in the following figure:
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< Records

Photo

00000002
e Joe

User Info

00000002
Joe

00000002
Joe

00000002

Joe
00000002

2 Joe
00000002

Joe

00000002

€]

Item

Q Find

Record time

2023/01/07
04:14:38

2023/01/07
04:14:37

2023/01/07
04:14:36

2023/01/07
04:14:35

2023/01/07
04:14:33

2023/01/07
04:14:31

00000002 2023/01/07
Joe 04:14:25

2023/01/07
04:14:20

Log Search

Time: 2022/12/6 | -- 2023/1/6

Record viewing interface Attendance Record Search Interface

5.8 Communication

Click on "Communication Settings" to enter the communication settings menu. The device
port, password, server settings, wired settings, and wireless settings can be modified, as shown in

the following figure:

< Comm

ﬁ Local Setting
. Server
) Ethernet

D wifi

Communication Settings Interface
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Port/Password: You can modify the device's port number (default is 8101), communication
password, and enable or disable the main interface display IP address function, as shown in the

following figure:

< Local Setting

@ Port No

c) Net Pwd

@ Show IP address

Port Password Interface

Server Settings: When installing this device through our desktop software and selecting
real-time monitoring of this device, the software will automatically fill in the settings here, as

shown in the following figure:

< Server

‘%5 Connect Mode

ServerlP 47.92.116.62 ¢

‘=
=
@ Domain name yun.pc15.net ¢

@ serverPort 9001 &
@ Alive Time 30sec &

@ check Online 1%

@ Connect Status Disconnect
@ Mode Local ¢




Server Settings Interface

Wired Settings: The TCP/IP parameters of the machine can be modified. As shown in the

following figure:

< Ethernet

Enable

®
DHCP e

IP Address 192.168.1.150
Netmask 255.255.255.0
Gateway 192.168.1.1
DNSServerlP 192.168.1.1

D2:C1:14:0A:C1:C4

Wired Settings Interface
The default IP address is 192.168.1.150;
The subnet mask defaults to 255.255.255.000
The default gateway is 192.168.1.1;
The DNS server IP defaults to 192.168.1.1;
The MAC address is fixed and unique.

Wireless Settings: You can enable the search to connect to the network, select the wireless
network you want to connect to, and click to enter the password to complete the WIFI connection,

as shown in the following figure:
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Wi-Fi

TP-LINK_CE5769

FCARDJ

www.smart-io.com

Add WIFI to hand action

WIFI Setting Interface

5.9 Device Information

Click on "Device Information" under the menu to query the registration information and
device information

The registration information includes: number of administrators, number of user registrations,
number of facial registrations, number of fingerprint registrations, number of palm vein
registrations, number of Mifare card registrations, number of password registrations, number of
attendance logs, and number of identification photos. The number on the left represents the
amount of information already in the device, while the number on the right represents the

maximum capacity of device registration information, as shown in the following figure:
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< User Info

@ Admin quantity 0/5

’I Users quantity

@ Face quantity 1/20000

) Finger quantity 2/10000
@ Palms quantity 2/10000
@ card registered 1/20000
@ rassword quantity 2/20000
@ Log quantity 4/1000000

@ Log photo 4/50000

Registration Information Interface

The device information includes: manufacturer, website address, reminder information, serial
number, factory date, device name, firmware version, algorithm version, and other information. As

shown in the following figure:

< Device

‘?; Manufacture

@ web site

@ serial Num 8255H66244654

ﬁ Released 2023/04/14 16:45.15

@ Model

% Firmware

@ engine Ver600.5000.001

T Import language(test)

Device Information Interface
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Chapter 6 Instructions for using the client

6.1 Facial machine installation and settings

By using software to automatically search for devices, all online access controller and facial

recognition terminals can be automatically discovered, making it convenient for devices to join the

software system. Click on “Automatic Search” from the 'Install Device' drop-down menu on the

main interface, as shown in the following figure

Software Safting

Device Install

Corporate

Door Access

Device Location Manage(1)

Auto Search(2)

Manual(3)

Click on “Automatic Search” to enter the interface shown in the following figure:

~Type
) RS232/RS485 © LAN TCPIP O WAN
Port:|8101
Find O controller
— =
[ Search |

NO. | Sele| Type | Model | Description |sn Installation Status
£ >
[C] selectal

Install Edt

TCP/IP LAN Mode: First enter the network port, which defaults is 8101, and then click [Start
Search]. (Note: The device must communicate with the computer through a switch), as shown in

the following figure:
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Type
) RS232/RS485 ® LAN TCPIP ) WAN
Port:| 8101
7 Controller(s) Searched
[
| search |

MO, SeleIType il'u'lodel |Descrimion |SN Ilnstallationstatus
1 [ IP:192.168.1.60:8101 Face Controller 22122202 No (Double-Click)
2| [ 1P:192.168.1.120:8101 Face Controller 23034072 No (Double-Click)
3| O IP192.168.1.116:8101 Face Controller 23034065 No (Double-Click)
4| [] IP:192.168.1.119:8101 Face Controller 23034080 No (Double-Click)
5 IP-192168 11328101 | Fingerprint Face Controllel 66244654 Mo (Double-Click)
6| [] 1P:192.168.1.157:8101 Face Controller 23034078 No (Double-Click)
?! [ IP:192.168.1.214:8000 QR Code Access Control 22080060 Mo (Double-Click)
[ selectAll Install | Exit |

If the user's device uses TCP/IP communication mode, the device IP address needs to be
modified. (When installing the device, the user needs to modify the device IP address and check
the device communication password. If device has already changed the communication password,
the correct password needs to be entered to allow the IP address to be modified, to prevent others
from modifying the device IP through installation software and causing the original user to not
communicate.) You can double-click the facial recognition terminal searched and the TCP

connection parameter interface will pop up:

37



IP F‘rnperl].fivalue
MAC: 2C-88-20-08-60-95
IP Address: 192.168.1.151
3 Subnet Mask: 255 255.255.0
4| Default Gateway. 192.168.1.1

_?r TCP Port: O
E! UDP Port: 8101
| — | | — “ — |

————

(Note: This system can search for facial recognition terminal in different network segments
from this computer. Before normal communication, the user needs to modify the IP address to the
same network segment address as the computer. If the router used by the user supports multi
segment mapping function, then the system software can directly communicate with access
controllers in other network segments.).

Double click the IP address, subnet mask, and gateway address to change them to the
parameters matching the same network segment as the computer IP, click “Save” to return to the

installation interface, click “Install Equipment”, click “Door Access Control” on the left column

after installation, select the equipment, and click “Properties” to pop up the following figure:
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T

Basic Info | Sefting ] Face Recognition I Communication J Administrator | Wiring Diagram |
Name:|56244554-1 | [¥] Display on Screen
SM: Version: 7.24
Description: FC-8255H Fingerprint Face Controller
Remark:
Picture
Location: [Defaul] |  Select |
Fingerprint Viersion: FP:80/Face:01.00 Factory Date: 2023/04/24
Fingerprint Capacity: 110000 User Capacity: 556120000
Face Store: 55420000 Palm Vein Store:
Access Capacity: 01000000 System Capacity: 0\20000
Release Time(s);, 35 ~  (Range:0.5-655355) Downtoad
Alarm Status Initialization
No Alarm Initialization will empty all data!
Remove Initialization
Reading Parameters ... Save Exit
B e e B —— Stop

Name: Can be modified according to needs
Unlock Holding Time: can be adjusted according to demand (default is 3 seconds)

Select “Function Settings” in the “Device Details” interface to set the system functions, access
control functions, and alarm functions of the facial terminal. System function settings include
language, volume, and menu management passwords; The access control function settings include
WG output type, card number byte, entry and exit type, and verification interval. The alarm
function settings include tamper alarm, illegal verification alarm, fire alarm, and blacklist alarm. As

shown in the following figure:
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BasicInfo | Seiting | Face Recognition l Communication ] Administrator [ Wiring Diagram |

System Function Settings
Language:EChiﬂese '| Volume: 5 -

Menu Password: |UUUU |

Short Message:

Door Access Settings

WG Output: User MNo. = WG Byte:  M3SB First b4
Card Bytes: 3 Bytes(WG26) - Entry/Exit: Entry -
Verification Interval; Beep Only = Interval Time(s) 35 =

Alarm Settings
Tamper Alarm; ON = Blacklist Alarm: OM =

lllegal Alarm: OFF -

Select “Communication” in the “Device Details” interface, as shown in the following figure:
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Details

SN Status
20086095
Communication
) RS232/RS485 ) LAM TCPIIP
IP 192 . 168 . 1 . 151 Port:

connect to controller!

Controller Time Clock

Controller Time Clock

2020/11/03 14:39

Basic Info J S,s_z_th‘n_g_l Face _Recp_gnlﬁqni Commuﬂ_Lcaﬁm_L_Admir]i_si{a;pri Wiring Di,e_l_graml

Device Online

3 WAN

Caution:The connection password will be setto the controller,remember password else cannot

Computer Time Clock -

8101

Change IP |

| Unlock

2020/11/03 14:39

|“ Calibrate time |

6.2 Adding Face and Authorizing

In [Corporate]-[Card User Database], as shown in the following figure

i —~ — e e
g i l:‘! | f 3 | T
I Add Edit Daleta | Addto blaci-:lis*I:

Department List: Select

E”"L—.f i Corporation Name
“0 ‘it [Defaull Dept i

0 ‘. General Managers Office |

--D i Sales

D ﬂ. Business L.

- Card User Database(3)

Corporate(l)
Department{2)
Card Database({3)
Basic Infol4)

tgamrim ‘

tal:0
::Jﬁer Mamea

Add MNew User(&)
Aute Enrall(@)
Import(8)
C.ardhulder Track(Q)

T

Click the“Card User Database”, as shown in the following figure
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PR

Auto Enroll  Dept Reassign

f ks i) i) .
=l X e and “
Edit Delete Add to blacklist Remove blacklist | Face And Fingerprint

e
2D

Search Reload

@] (&

Import Expart

=

Exit

Department List: Select

TuserList.  Total:0

Mo. EeIeCEUserName iWorkerNo.!DepanmentEDepanmeéRankEGendiCardCode Card ID IPassworc%R
[Default Dept] O

General Managers Office
Sales

Business

International Business

Click “Add New User”, as shown in the following figure

l Basic Frofile \ Advanced Profile I Face Photos l Fingerprints l Access Level l Consumer Detail I QR Code l Vehich 4

Basic Information Picture:
Name: | O
CardID: 0 Select | il
[] More Formats Fingerprints:0 pcs Faces:0 pcs
Other Information 480 X 640 pixel
Password: [ card +PIN select || Delete | | Take |
_ [ Take by Face Drive |
Waorker No.: Card Code: —_—
[¥] Attendance
Religion: Han Mationali - Gender. Male -
? ¥ Auto Shift WorkNormal =
Department: [Default Depf] Select Type: Normal -

Dept Mo [Default Depf]

Rank: Staff -

| saves&Add | | osae || Bt |

After filling in the user info, you can click “Select” and add the photo uploaded from the local
computer to save as a personal photo. And then click “Save”.

Photos require a resolution of 480 * 640 or above (file size: <300KB), clear and unobstructed
facial photos (without glasses, masks, or hats), formal, and naturally expressive color photos.

You can also connect an external camera device (traditional USB computer camera) to take
photos directly and save them. Click "Take a Picture" to pop up the following page, and click "Take a
Picture" to complete. (Note: The face needs to be aligned with the prompt outline for the photo
button to display), as shown in the following figure:
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Camera Portrait Shooting

Camera Real-time Picture:

i TaKing Exit

Click on "Use a facial terminal to take photos" and the following page will pop up. Click on
"Start taking photos" and enroll the face according to the facial terminal prompts. After clicking on
"Save", you will return to the add person information page. Editing the information completely,

click "Save" again.
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Take Photos By Face Terminal

Device List | 66244654 - 1 B

Status: |Please select the face terminal |

User photos:

NO PIC

| Take | Save H Exit

Note:Avoid lighting too bright or too dark when taking photos.

Access Level Setting: click “Door Access” - “Access Level Setting”, as shown in the following

figure
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Accezz Level Setting

Department:] = Al

Card Type: Standard

LJ Time Zone: 01

~ Open Times: Unlimited

~  Expiration:| 203812130 v ||23:59

- [l Holiday

— Tip:Open times caculated by controller,
card times reduce when any exitientry happens.

UserList | Select | Total:2
E'If}epaartr'ﬂeni "J'Wcrr'ker MNo. User Name “|.C.ar;1 D J
| [Default Dept] 10000 Stephanie 0
| [Default Dept] 10001 Stephanie 0
DoorList: | Select | Total:1
| Door ITag Name I
| 20086095 - 1 [Default]
Add Access Level :
Allowed I Allowed & Upload /|l

Total:0
:'Ijepartmeni ' ""u"u’urker No_ [ tlser“rilame ' 'C”ard' ID '
[
(|
| =
[ e
Taotal:0
E.Ijoor 1 .T:.ag“N:.ame
il
(——
| =
s
Delete Access Level S
Delete I Delete & Upload || Exit |

Select personnel to set the access level, select time zone and opening times, expiration date

and doors. After selection, click“Allowed & Upload”.

[

[

(i

=

" Select all “Users”or select all “Optional Doors”
| Select single“User”or select single“Optional Door”
| Delete single “Selected User”or single “Selected User”

| Delete all “Selected Users”or all “Selected Doors”

[ Delete ] Delete the specified user access level to the selected door, must be in the

synchronization of data upload settings, and deleted access level successfully.

[ Delete & Upload] Delete the access level of the user to the selected door and upload it to

the controller, and no need to upload to the synchronous data.

[ Allowed ] Add the specified user to the selected door access level, must be in the

synchronization data upload settings, and added access level successfully.

[ Allowed & Uploaded] Add the access level of the specified user to the selected door and
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upload it to the controller at the same time,and no need to upload to the synchronous data.

After all permissions are set, uploading the information to the facial machine will take effect.

6.3 Record Collection and Viewing

6.3.1 Record Collection

The system has a memory storage function, and each facial terminal can store offline records
(even if not connected to the computer, it will automatically store them. Records will never be lost

after power off.) Users can choose to extract data to the computer through a USB flash drive.

Click on the "Door Access" drop-down “Download Transaction” and enter the interface shown
in the following figure:

T
Software Setfting

Doo

Atendance

Guard Tour Lift Meeting
= = |
— —
V| 2 |2 = |2 = |©
¢ Search | Download Export Print Export photo report  Print photo report Exit
TimeZone:|2023/4 9 ~|[0:00:00 -5 to:|2023r4i26 | 235959
Tag Name:| & Al - Doaor: = -
Depanment:! = Al -i User: = Employee ID: - CardlD:l:I
Report | Status Report |
WO Card ID |User  |Employes | Departmen|Time | Door | Tag Name | Description | Entryi| Body Temp

Click on the collection record icon to enter the interface shown in the following figure:

Dovmload Tr:
Contmller:| Sﬂ| SelectAll | Rep£|
| Door ITag MName |_
| 20086095 -1 [Default]

Card Event [*] Butten [] Sensor System Alarm

[Tl soft-Pulse | Download | | it |
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After selecting the facial recognition terminal and record type to be collected, click [Download
Transaction] and a window will pop up as shown in the following figure:

Door List:
Door i Tag Name | Description I

Downloaded Transaction:

Door |Tag MName |Description |Status

20086095 -1 [Default] Card Event Saved:00005,Downloaded:00005
20086095 - 1 [Default] System Saved:00001,Downloaded: 00001
20086095 -1 [Default] Alarm Saved:00001,Downloaded: 00001
20086095 -1 [Default] Read Temp Re... Saved:00000,Downloaded:00000
20086095 -1 [Default] Download reco... Downloaded photos:h

Collection completed, click “Back”.

If you have already downloaded reading card transaction, you can get all the transaction by
“Repair Transaction”.

Click [Door Access] - [ Download Transaction] - [Repair] , and then pop-up verification

window and enter password “0000”(Default Password), as shown in the following figure

Admin Mame: | SYSTEM

Password:

ok [ Bt |




Door List:
Door | Tag Name | Description |

Downloaded Transaction:

Daoor |Tag MName | Description | Status

20086095 -1 [Default] Card Event Repaired, please download.
20086095 - 1 [Default] System Repaired, please download.
20086095 -1 [Default] Alarm Repaired, please download.

After the repair is completed, click [Complete] to return to the collection access control record
interface. Select the door to extract the card reading record and the data to be collected, and then
click [Download Transaction]. After a while, the collection will be completed. At this point, all

records in the controller will be collected into the computer, as shown in the following figure:

Dovnload Transacti

Door List:
Door iTag Name | Description |

Downloaded Transaction:

Door |Tag Name |Descripti0n |Status

20086095 -1 [Default] Card Event Saved:00014,Downloaded:00014
20086095 -1 [Default] System Saved:00009,Downloaded:00009
20086095 -1 [Default] Alarm Saved:00009,Downloaded:00009
20086095 -1 [Default] Read Temp Re .. Saved:00000 Downloaded:-00000
20086095 -1 [Default] Download reco... Downloaded photos: 14

Until the collection is completed and click [Back]. After the collection of records is completed,

then can query the records.
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6.3.2 Record Viewing

Please collect records before query records
Click on the software menu [Door Access] drop-down menu [Query Transaction], as shown in

the following figure:

Door Controller(1)

Standalone Access(2) *
Tirme Clock{3)

Uploading(4)

Time Lone Setting(3)

Access Level Setting(g)
Access Groupld) *
Access Level Duplication(8)
Access Level Manage(d] »
PIN Manage(A)

Cownload '.Fransacticm[ﬁj

Query Transaction(C)

Click on [Query Transaction] to enter the interface shown in the following figure:

Search Download Export Print Export faces report  Print faces report Exit
Time Zone: Time - |2020m027  ~[0:00:00 = to: Time - |2020m1i3 ~| [23B989
Tag Name: All - Doar: -
Depanmsnt-]nAM—E User - cadio
Report | Status Report ‘ _
NO.| Card ID |User WnrkerNostpanmenfT\me |Door | Tag Name | Description | Entry/| Body Temp

NO PIC

Double click to see the full size

Title J Message
Card ID
User Name
Worker No.
Dept Name
Date
Week
Time
Door
Tag Name
Description
Entry/Exit

First collect records, click on "Collect Records". After collecting records, you can query them as
needed and enter query criteria. The query criteria can be based on "Time Range", "Name",

"Personnel Number", "Card Number", "Department”, "Location" to search for relevant records.
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Then, click on the "search" icon to find the entry and exit records of relevant personnel, or directly
click "search", It is possible to query the entry and exit status of everyone, as shown in the

following figure:
Tl = ‘ E — &

Search | Download | Export  Print | Exportfacesreport Printfacesreport |  Exit

Time Zone: Time = |2020i1027  ~|{0:00:00 -5 to: Time » |2020nu3 x| |2asese

Tag Name:|* Al ~| Door -

Department: | & All v|  User > cardiD:

Report | otats fapon | —
NO.|Card ID User Worker No| Departmen| Time Door Tag Name Description Entryf| Body Temp LY |

00001/0000000001 - 1 B 2020/11/0 200860951 [Defaull] - Face Entry ‘

00002 0000000001 - 1 B 202011110 20086095-1  [Defaulf o4 Face Entry 4

00003| 0000000001 - 1 = 202011100 20086095-1  [Defaul o Face Entry

00004 0000000001 - 4 B 202011100 20086095-1  [Default 4 Face Entry

00005 0000000001 - 1 s 2020/11/0 20086095-1  [Default] o Face Entry R S

00006/ 0000000001 - 1 B 20201110 20086095-1  [Defauly o4 Face Entry

00007, 0000000001 - 1 = 202011110 20086095-1  [Defaut o Face Entry | Tie[tossage

00008 0000000001 - 1 5 202011100 20081020-1  [Defaulf Fingerprint Entry us;:’:ﬁ“z bt

00009/ 0000000001 - 1 = 20201110 20091020-1  [Defaul Fingerprint Enty ool

00010 0000000001 - 1 B 20201110 20091020-1  [Defaut Fingerprint Entry Dept Name -

00011 = = s 202011100 20081020-1  [Default] Power on Entry Date

00012 & - B 20201110 20091020-1  [Defauty DisConne Enty Week

00013 - . = 202011100 20091020-1  [Defaut Connect LAN Entry jhime UP0CTI/03 At nt

00014 E - B 202011100 20091020-1  [Defautt Entry Tog NE:'E’ fg:éiﬁa =

00015, = = s 2020/11/0 20091020-1  [Default] Connect LAN Entry D

00016, E = = 20201110 20091020-1  [Defauly Power on Entry Entry/Exit Entry

You can also export the queried records and click “Export” to export personnel entry and exit
records.
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Chapter 7 Cloud System Operation Instructions

7.1 Installing Facial Terminal

Firstly, set the communication parameters of the facial terminal. Select [Communication
Settings] from the main menu of the facial terminal, and then select [Server Settings] to set the

corresponding parameters. The reference settings are shown in the following figure:

< Server

‘R"; Connect Mode

‘=
=

ServerlP 47.92.116.62 &

@ Connect Status Disconnect

‘% Mode Local ¢

Connect to the network, configure the parameters, click Test Connection, and the prompt

"Success" indicates that the connection is complete.
PC search website: yun.pcl5.net, log in the cloud platform account of the One Card

Management Platform, as shown in the following figure:




& One-Card Cloud
&# Cloud Management Platform

£ Home Total

Personnel

Welcome: Sysiem  Cloud Visitor  [<]0ld Version

KAl S
% Full Screen

(@Help Language Exit

[ Device Information 83 shortcut iMenu

0606

Attendance Deduction Others Door  Attendance Gonsumption
B
s 3 Pcs Water Electric  Lift Access
P et
Devices
B un Visitor Parking Guard
Lot Tour
) Consumption p— e ) Related Downioads
O Water Event @ Month o
1
 Electric o8
06 Driver Cloud  Android App
0.4 Platform
2 Guard Tour 5
0.l ; — . {0\ Total number of events in 48 hours
2023-04-17 2023-04-19 2023-04-21 2023-04-23 2023-04-25
ystem =
Device Event Time
[[E] Total number of events [&] Package: Free Edition (Capacity:500M)
2 Access Records: 84/100000 Used C:
15 Consumtion Records:_0/100000
! Photos Records: 50/10000
05
Sustem Records ; 95120000
0
Total Normal Abnormal Alarm Buy Space

Click on the [Door Access] - [Install] pop-up interface in the directory bar, enter the SN code of

the device to be installed, and click “Yes”, as shown in the following figure:

.0 Cloud One-Card Cloud

Management Platform

@ Home @ Install

& Personnel default

Office
& Door

Device Location

Door Access

Online Transaction

Access Level

Alarm Center

Alarm Setting

Access Level Manage

Other Functions

Report

Attendance

B Ln

[ Consumption

Welcome: System  Cloud Visitor OIdVersion S{ Full Screen @Help Language

More Q Search

No Data

* Please enter the SN code:

Setting

[ 1] Total 0

30/page Goto 1 Page

Controller Status i

Controller Status Working Mode Door Sensor Relay:
Normal-;:)pen: Locked ;tatus: Ami-Te;wpel: Senscr_Alarm:
Force f;larm: Ovel mm; Alarm: Black\\sé ;«-\larm: Fire A;arm:

Banﬂ\tAIalm: 5 ; Arm;vg:

Smoking Sensor Alarm: Tamper Alarm:

In the pop-up installation interface, the installation interface is shown in the following figure.

Select the location to install, select the basic parameters of the device, and then click [Install] in the
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bottom of right corner. At this time, the device installation will be successful.

. Device Installation

Please enter the door name of con |nstaliation Location:

Installing: troller :

default * Parameter

FC-8255H

Processing -

Controlier SN:

Change the communication password B Initialize LSS “

7.2 Add personnel and authorization

7.2.1 Add User

Click [Personnel] - [Add] to open the [Card User Database] interface, enter the personnel

information to be added, and click OK, as shown in the following figure:
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e
Qﬂ C|OUC| Home Personnel Door Attendance Lift Consumption Water Elecinc Guard Tour Meeting Visitor Parking Video System
One-Card Cloud Platform

i Department © Add ¢ Edit m Delete & Dept Reassign © Add to blacklist t Export 4 Import @ Search = Reload ~ Data Acquisition
- Departiment . ® TableFields_personal Finger
Basic Info Numbeg Name Department
Add X
S, Blackiist Basic Profile Other information D photo Fingerprint Management
acklis
User Name Card ID Reading
Worker No. Department  Defauit Department
Telephone Gender Male
Password 0000 Email
Country 7 Nationality No
Dept Name = Nation No Take
Reading identification card Exit

7.2.1 User Authorization

Clickl Door H Access Level ], select the personnel who need to set access control permissions,
and then click on “Next”, as shown in the following figure:
[>] : Select “User”
[<] : Delete “The Selected User”
[>>] : Select “All Users”
[<<] : Remove “All Selected Users”
Select the personnel who need to set access control permissions, and after selecting them,

click Next, as shown in the following figure:

&
‘1’ CIOLId Home Personnel Door Attendance Lit Consumption Water Electric Guard Tour Meeting Visitor Parking Video System Welcome:SYSTEM 3;@%@

One-Card Cloud Piatform

Devioelotation: © Refresh  Q Filter

Optional User: After selecting u: Selected User: (Selected )

Name

Door Access e
i Name No. Dept

Online Transaction Stephanie 1 Default Dept,

Alarm Center
B Alarm Setting v
Access Level Manage V'
88 Additional Features ™

e Report v

B et so/page B> =0 sopage

According to actual needs, select parameters such as opening time zone, opening times,

validity period, door name, installation location, etc., and select the door for authorization, as
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shown in the following figure:
[ Delete] : Delete the specified user's access level of the selected door.

[Allow] : Add the specified user's access level of the selected door.

G Refresh Q Filter

Optional User: After selecting users, please click the "Next" Selected User: (Selected

Stephanie 1

Total 1
@ 0/page B w0 sopme

7.3 Record Viewing

Click on [Door Access] in the left column of the [Access Report] page, select the records you
want to view or export, including access records, alarm records, and system records.

Click the search button to filter the records of the facial terminal you want to view according
to the requirements, as shown in the following figure:

Click the export button on the left side of the search button to export the Excel table for the

required records.

.ﬂ Cloud Home Personnel Door Afendance Lt Consumption Water Electic GuardTour Meeling Vistor Parking Video System weicome:sysTEM 53 (D & (9
One Card Cloud Platfom
Device Location < Refresh ® Print + Export Q Search
Door Access User Name JserNo. CardNo Departmen s ety Bt

Online Transaction

Access Level

Alarm Center
I3 Alarm Setting v
Access Level Manage

88 Additional Features £

Alarm Records

System Records
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Appendix 1 Precautions for Installation Process

1. Before and during installation, please ensure that the power is turned off. If operated with power,
it may damage the equipment circuit.

2. After the wiring is completed, please wrap the excess wire ends to avoid short circuits.

3. In areas with severe static electricity or in winter, please connect the ground wire before
installation to prevent excessive instantaneous static electricity from damaging the equipment.

4. Please connect other cables before connecting the power cable. If you find that the device
cannot operate properly, please disconnect the power cable first and then conduct necessary
inspections.

5. Please test the door switch when there is someone outside the door to avoid accidental issues
that may cause it to be locked inside the door.

6. The rated working voltage of this device is DC 12V and the rated current is 2A. The power supply
should also consider the current requirements of accessories such as the electric lock, to avoid
problems such as unsuccessful startup of the facial terminal or weak electric lock drive caused by
abnormal power supply if the power supply does not meet the requirements.

7. If the facial terminal power is provided by the access control board, please refer to whether the
power output of the access control board meets the power requirements of the facial terminal.

8. Please ensure that the camera area of the facial terminal is always in a clean state to avoid stains
affecting facial recognition.

9. If the distance between the power supply and the device is relatively long, do not use network
cables or other types of cables to replace the power cable. When selecting a power cable,
consideration should be given to voltage attenuation caused by excessive transmission distance.
10.Avoid direct exposure to strong light on the face terminal lens, as strong light can lead to poor
recognition ability.

11. In a strong backlight environment, if the face recognized by the facial terminal is too black and

recognition is affected, please increase the supplement light to increase the brightness of the face,
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which can improve the recognition effect.

12. Use high-quality power supply to avoid the impact of poor quality power supply on facial
recognition and touchscreen insensitivity. (Poor quality power supplies may burn out the
motherboard due to leakage)

13. If installed on strong current equipment such as a turnstile gate, please connect the ground
wire to avoid strong current leakage or motor interference affecting the effectiveness of the facial

terminal.

Appendix 2 Introduction to Face Enroll and Usage

The schematic diagram for adjusting the size of face enroll is shown in the following figure

Norma lv Too NearX Too FarX

In order to ensure the quality and accuracy of the parameter enrolled of the face terminal,
keep a natural expression during the enroll process. Please do not wear a hat, glasses and other
factors to affect the face enrolled, do not let the bangs cover the face, and do not wear heavy

makeup. Please try to put your face in the center.

When using face terminal, you should pay attention to the camera and avoiding excessive
coverage of eyes, hats, and masks.

57



Appendix 3 Device Dimension
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